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Executive Summary

Property management companies handle some of the most sensitive data in real estate:
resident Social Security numbers, income verification documents, credit reports, lease
agreements, banking information, and communication records that could trigger Fair Housing
scrutiny. When this data flows through uncontrolled consumer Al tools, the risks multiply
exponentially.

According to recent industry research, 41% of leasing professionals cite data security
concerns as their primary barrier to Al adoption—making it the #1 obstacle preventing
teams from accessing productivity gains.

mPro Digital Edge eliminates this barrier by providing a Unified Private Workspace
Architecture—a centralized, secure platform that gives multifamily teams access to 160+ Al
tools powered by 45+ providers while maintaining complete data sovereignty and compliance.



Statement on Enterprise Al Security & Data
Sovereignty

To maintain the highest standard of enterprise security, property management organizations
must transition away from fragmented, public-facing Al tools and adopt a Unified Private
Workspace Architecture.

The current best practice for securing resident and operational data is Centralized
Orchestration: routing all Al interactions through a single, secure platform with a dedicated
API layer. This architecture provides three critical security layers that public tools cannot offer.

1. Data Sovereignty & Isolation

By utilizing a dedicated platform API, resident PII, financial records, and operational data
remain within a controlled environment. Information is processed securely without becoming
training data for public models, ensuring lease agreements, screening reports, and resident
communications never bleed into the public domain.

2. Shadow Al Mitigation

A unified workspace eliminates the need for leasing agents, maintenance coordinators, and
marketing teams to paste sensitive prospect or resident data into unvetted web tools. It
centralizes all Al activity, allowing for comprehensive logging, monitoring, and role-based
access control (RBAC) aligned with property-level permissions.

3. Auditability & Compliance

A single point of entry ensures that every prompt and output is auditable—critical for Fair
Housing documentation, HUD compliance, and state privacy regulations. This allows the
enterprise to enforce governance policies uniformly across all underlying Al models, rather
than relying on the varying policies of individual vendors.



Why This Architecture Is the Safest Approach

Reduction of Attack Surface

Instead of defending 5-10 different vendor accounts (OpenAl, Anthropic, Midjourney,
ElevenLabs, etc.), your IT team only has to defend one perimeter: the mPro Digital Edge

platform.

Model Agnostic Security

You can swap out underlying models (upgrading from GPT-4 to newer versions, switching
providers) without moving data or changing security protocols. The security layer stays
constant even as the Al technology evolves.

Zero-Training Guarantee

Contractual guarantees ensure that data processed through the platform via Enterprise APIs
is not used to train underlying public models—addressing the primary fear enterprises have

about Al adoption.

Security Comparison

Consumer Al Tools mPro Digital Edge

Attack Surface

Model Flexibility

Training Guarantee

Fair Housing Audit

Employee Offboarding

Resident Data

Must defend 5-10 vendor accounts

Locked to one vendor

Varies by vendor; often unclear

No compliance logging

Track access across tools

No industry controls

Single perimeter to secure

Swap models without data migration

Contractually prohibited

Every interaction logged

Single access revocation

Built-in Pl protection



The Shadow IT Problem in Multifamily

When employees use consumer Al tools like ChatGPT or Claude directly, your company
faces significant risks:

* No data governance — Sensitive resident information entered into public Al platforms
may be used to train future models

* No audit trail — IT has zero visibility into what data employees share with Al tools

* No compliance controls — Fair Housing compliance can't be monitored when teams
use scattered tools

* No centralized management — Impossible to enforce usage policies or terminate
access when employees leave

The mPro Digital Edge Solution

Dedicated Platform Instance
Your organization operates within its own secure environment, not sharing infrastructure with
other companies. Your data stays isolated in your workspace.
Your API Keys, Your Control
Organizations can connect their own API keys from providers like OpenAl, Anthropic, Google,
and ElevenLabs. This means data flows directly between your platform and the Al provider
under YOUR enterprise agreements—no third-party data exposure.
Centralized Data Governance

« All Al interactions logged and auditable

» Administrators control which tools teams can access

 Sensitive data never leaves your controlled environment

» Token usage monitoring prevents unauthorized consumption

Built-In Compliance Guardrails

Unlike consumer Al tools, mPro Digital Edge embeds Fair Housing compliance, brand voice
controls, and industry-specific guardrails directly into every interaction.



Security & Data Privacy FAQ

This section addresses common questions from IT Directors, CISOs, and Legal/Compliance
teams.

Data Flow & Storage

Q: When we input data into mPro Digital Edge, where does it go?

A: Your data follows a strictly controlled, encrypted path. When a user submits a prompt, it
travels via secure encryption (TLS/SSL) to the private mPro Digital Edge infrastructure. Our
platform acts as a secure gateway, sanitizing and routing the request via an Enterprise API
tunnel to the selected model provider. The response is returned through the same secure
tunnel. Your data does not travel over public, consumer-grade web interfaces.

Q: Is our data stored on the servers of Al model providers?

A: No. Because mPro Digital Edge utilizes commercial Enterprise APIs, the model providers
operate under strict data retention policies. They process the prompt to generate an answer
and then discard the data. They do not store your data long-term, and they do not view it.

Q: Where is our data retained long-term?

A: Your data—including prompt history, generated outputs, and user logs—is stored solely
within your dedicated instance on the mPro Digital Edge platform. This centralization allows
you to maintain audit trails and governance over your IP.

Q: Where is the infrastructure hosted?

A: mPro Digital Edge is hosted on Microsoft Azure, a SOC 2 Type Il certified cloud
infrastructure. Data is stored in U.S.-based data centers with geographic redundancy.

Al Model Training

Q: Will our data be used to train future Al models?

A: Absolutely not. This is the primary security advantage of using mPro Digital Edge over
public web interfaces. We utilize Enterprise APl agreements that explicitly forbid the model
providers from using inputs or outputs for model training or service improvements. Your data
remains isolated and is never fed back into the public knowledge pool.

Q: How can we verify this?



A: We can provide documentation of our Enterprise APl agreements with each model provider
that explicitly prohibit training on customer data. Your legal team can review our Data
Processing Agreement (DPA) which codifies these protections.



Access & Control

Q: How is this safer than letting employees use ChatGPT directly?

A: Allowing employees to use disparate public Al tools creates "Shadow Al," where sensitive
company data is pasted into unmanaged external websites without logging or oversight. mPro
Digital Edge provides a Unified Perimeter with Single Sign-On (SSO), Unified Auditing, and
Data Leakage Prevention capabilities.

Q: Can we control access at the property level?

A: Yes. mPro Digital Edge supports hierarchical role-based access control aligned with typical
property management structures. Administrators can grant or restrict access by role (leasing
agent, regional manager, maintenance coordinator), by property, or by portfolio. When an
employee transfers or leaves, access is revoked from a single control point.

Q: Who at mPro Digital Edge has access to our data?

A: Access to client data is strictly restricted to essential engineering staff for maintenance and
debugging purposes only, governed by strict role-based access controls (RBAC) and
multi-factor authentication. All internal access is logged and audited.

Compliance & Governance

Q: If we leave the platform, what happens to our data?

A: You retain full ownership of your data. Upon contract termination, you have the right to
export your entire data history. Following a standard grace period, your data will be securely
and permanently deleted from our infrastructure.

Q: How does this help with GDPR/CCPA compliance?

A: Compliance requires knowing exactly where your data is. By centralizing Al interactions
within mPro Digital Edge, you can fulfill Data Subject Access Requests (DSARS), enforce
retention policies, and demonstrate a clear chain of custody for auditors.



Security Assessments

Q: What security certifications does mPro Digital Edge hold?

A: mPro Digital Edge is pursuing SOC 2 Type Il certification. Our platform undergoes regular
security assessments and penetration testing. We can provide our most recent security
assessment summary upon request under NDA.

Q: Do you carry cyber liability insurance?

A: Yes. mPro Digital Edge maintains cyber liability and errors & omissions insurance
coverage. Certificate of insurance is available upon request during the procurement process.

Q: Can we send a vendor security questionnaire?

A: Absolutely. We welcome security questionnaires (SIG, CAIQ, or custom formats) and can
accommodate reasonable security assessment requests as part of the enterprise onboarding
process.

Multifamily-Specific Compliance

Q: How does mPro Digital Edge support Fair Housing compliance?

A: Unlike generic Al tools, mPro Digital Edge includes built-in Fair Housing guardrails that flag
potentially discriminatory language before it's published. All Al-generated content related to
leasing, advertising, and resident communication is logged with timestamps, creating the audit
trail required for HUD compliance reviews.

Q: Can we show auditors what Al generated specific content?

A: Yes. Every prompt and output is logged with user identification, timestamp, and the specific
Al model used. This documentation can be exported for legal discovery, compliance audits, or
Fair Housing investigations—something impossible to reconstruct when employees use
scattered consumer tools.



Key Differentiators Summary

Enterprise Concern mPro Digital Edge Solution

Data used for Al training? Contractually prohibited via Enterprise APIs
Centralized audit log? Yes—every interaction across all models
SSO integration? Yes—enterprise identity management
Property-level access control? Yes—hierarchical RBAC

Fair Housing audit trail? Built-in with timestamp and user tracking
Single vendor to assess? Yes (vs. 5-10 separate tools)

Data export on termination? Guaranteed with full ownership

The Bottom Line

"Every time your leasing agent pastes a resident name into ChatGPT, that data
leaves your control. mPro Digital Edge keeps your Al inside your walls—your
API keys, your data governance, your audit trail. Because 41% of leasing
professionals won't adopt Al until data security concerns are addressed, we
built the platform that addresses them."

For questions or to schedule a security review:

mPro Digital Edge
www.mprodigitaledge.com
inffo@mprodigitaledge.com



